UDAP Monitor

Over deze publicatie
De internationale ontwikkeling van Smart Mobility zorgt voor flinke
vernieuwingen in verkeer, vervoer en mobiliteit. Dit raakt direct ook de
verkeersregelinstallaties in de Nederlandse steden en provincies en op
rijkswegen. Als verkeersregelinstallaties kunnen communiceren met
voertuigen en weggebruikers kunnen weggebruikers worden geïnformeerd
over actuele fasewisselingen van verkeersregelinstallaties en hierop hun
rijgedrag vroegtijdig aanpassen, kunnen doelgroepen als openbaar vervoer,
nood- en hulpdiensten en vrachtwagens conform beleidswensen van
overheden worden geprioriteerd en kan data van voertuigen zelf worden
gebruikt voor betere netwerkregelingen. Dit bevordert doorstroming,
bereikbaarheid, verkeersveiligheid en duurzaamheid, legt de basis voor
connected en automated driving en speelt in op een digitale samenleving
waarin data en connectiviteit bijdragen aan economisch aantrekkelijke en
duurzame steden.
Voor het effectief, veilig en leveranciers- en overheidsonafhankelijk
communiceren van intelligente verkeersregelinstallaties (iVRI’s) met
voertuigen en weggebruikers hebben bedrijven en overheden in het
Innovatiepartnership Talking Traffic binnen internationale standaarden
gezamenlijk specificaties en koppelvlakken voor iVRI’s vastgelegd.
Eenduidig gebruik door alle overheden en betrokken bedrijven van deze
uniforme afspraken binnen internationale standaarden is noodzakelijk voor
interoperabiliteit en een goede en betrouwbare werking. Deze standaarden
zijn daarom vastgesteld door de landelijke publiek private Strategic
Committee ‘Borgen en beheren iVRI standaarden en producten’. Na
vaststelling gelden deze standaarden voor alle bedrijven en overheden die
in Nederland (willen gaan) werken aan iVRI’s t.b.v. intelligente mobiliteit.
Vanuit de rol van onafhankelijk en landelijk kennisinstituut verzamelt CROW
deze landelijk vastgestelde standaarden en stelt deze transparant ter
beschikking aan overheden, adviesbureaus en leveranciers.

About this publication
The international developments in Smart Mobility technology are boosting
innovations for traffic, transportation and mobility. This has a direct effect
on traffic control systems in Dutch cities and provinces, as well as national
highways. When traffic controllers are able to communicate with vehicles
and road users, the latter can be informed about real-time phase changes
in traffic lights, enabling them to anticipate and adjust driving behaviour
accordingly. Also, special interest groups, such as emergency services,
public transport and freight carriers, can be prioritized in line with public
policy guidelines. The data provided by vehicles themselves can be utilised
to improve network-based traffic control programmes. This has a positive
effect on flow, accessibility, traffic safety and sustainability, laying out the
fundamentals for connected and automated driving and preparing for a
digital society in which data and connectivity contribute to economically
viable and sustainable cities.
In order to let intelligent traffic controllers (iVRI) communicate with vehicles
and road users in an effective, safe and platform independent way,
businesses and governments have created and recorded common
specifications and interfaces for iVRI technology. These are compliant to
international standards and developed within the framework of the Talking
Traffic Innovation partnership. The unambiguous use of these uniform
agreements, within international standards, by all governmental bodies and
businesses is necessary for interoperability and a good and reliable
operation. These standards are adopted by the national public-private
Strategic Committee ‘Ensuring and maintaining iVRI standards and
products’. After adoption, these standards apply to all businesses and
governmental bodies in the Netherlands that work, or plan to work, on iVRI
technology for intelligent mobility purposes. Being an independent national
knowledge institute, CROW collects these national standards and provides
them to governments, consultants and suppliers in a transparent way.
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1 Introduction
This document describes the technical interface with UDAP for Monitor systems . The primary goal of this
document is to track/version the interface specification for this explicit context so that the impact of future
UDAP specification changes can be properly assessed.
1.1 Overview
Broker systems interface with UDAP on two levels:
1.

2.

JSON-REST API; used for:
1.
requesting registered TLCs;
2.
requesting/creating TCPStreaming sessions;
3.
updating TCPStreaming sessions.
TCPStreaming protocol: TCP protocol used for sending and receiving payloads to and from UDAP.
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2 API
2.1 Authentication and authorization
The authentication of the Client will be based on a "authorization token". This "authorization token" needs to
be passed as the "X-Authorization" request header value. The authorization token needs to belong to an
"MONITOR_SYSTEM" authorization (for more details the "authorization model" chapter in the UDAP Monitor Part 2 of this document [1]).
2.2 API endpoints
End point Method URI

Description

sessions

POST

/sessions

Creates a new streaming session

sessions

GET

/sessions

Retrieves all active streaming sessions

sessions

GET

/sessions/<token> Retrieves one active streaming session

sessions

PUT

/sessions/<token> Updates one active streaming session

tlcs

GET

/tlcs

Gets all TLC registrations

tlcs

GET

/tlcs/<uuid>

Retrieve one specific TLC registration

2.2.1

Sessions

2.2.1.1

POST /sessions

Creates a new streaming session.
Request
POST <API base URL>/sessions HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
{
"domain": "<domain>",
"type": "<type>",
"protocol": "<protocol>",
"details": {
<protocol details>
}
}
Name

Description
Sessions are created within a specific domain, identified by a single string

domain
Only sessions created for the same domain will be able to stream data to each other
type

The session type; must be “Broker”

protocol The session protocol; must be “TCPStreaming_Multiplex”
details

Session protocol specific details for creating the session

Response
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "<token>",
"domain": "<domain>",
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"type": "<type>",
"protocol": "<protocol>",
"details": {
<protocol details>
}
}
Name

Description
The token for the created session

token

This token is unique and can only be used once for establishing a TCP connection; if the session
expires or ends (TCP disconnect) a new session needs be created to obtain a new token

domain

See request

type

See request

protocol See request
details

Session protocol specific details of the created session

Session type "Monitor" with protocol "TCPStreaming_Multiplex"
TCP based multiplex streaming session for a payload monitor.
Payloads sent by "TLC" session clients having a payload "TLC identifier" that is within the scope of the session
will be received.
Payloads sent by "Broker" session clients having a payload "TLC identifier" that is within the scope of the
session will be received.
Request details
{
"securityMode": "<security mode>",
"tlcIdentifiers": ["<TLC identifier>", "<TLC identifier>", ...]
}
Name

Description
Security mode of the streaming session

securityMode Must be one of the predefined values:
1. NONE
2. TLSv1.2
The TLC identifiers for the session
tlcIdentifiers

Since the session is for multiple TLC's, payload data will be streamed with TLC identifier (see
protocol datagram 0x05)

Response details
{
"securityMode": "<security mode>",
"tlcIdentifiers": ["<TLC identifier>", "<TLC identifier>", ...]
"listener": {
"host": "<host address>",
"port": <port number>,
"expiration": "<ISO 8601 date time>"
},
"keepAliveTimeout": "<ISO 8601 duration>",
"clockDiffLimit": "<ISO 8601 duration>",
"clockDiffLimitDuration": "<ISO 8601 duration>",
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"payloadRateLimit": <payload/second limit>,
"payloadRateLimitDuration": "<ISO 8601 duration>",
"payloadThroughputLimit": <KB/second limit>,
"payloadThroughputLimitDuration": "<ISO 8601 duration>"
}
Name

Description

securityMode

See request details

tlcIdentifiers

See request details

listener

The Streaming Service Node listener details for establishing the TCP
connection

listener.host

The host address of the Streaming Service Node

listener.port

The TCP port of the Streaming Service Node's session listener
The expiration date time of the listener in ISO 8601 date time format

listener.expiration

If the TCP connection has not been established before this time the
listener will expire and the streaming session will no longer be available
The default listener expiration will be 5 seconds after creation
The keep alive timeout duration of the TCP connection in ISO 8601
duration format

keepAliveTimeout

If no TCP data is received during the specified duration, the TCP
connection will be terminated by the Streaming Service
If a Client receives no TCP data during the specified duration, it must
terminate the TCP connection
The maximum clock difference, in ISO 8601 duration format, allowed for
the streaming session

clockDiffLimit

clockDiffLimitDuration

If the average clock difference during the duration (see
clockDiffLimitDuration) exceeds the limit the Streaming Service will
terminate the TCP connection
The period, in ISO 8601 duration format, during which the average clock
difference should not exceed the clockDiffLimit
The maximum amount of payloads per second allowed for the streaming
session

payloadRateLimit

payloadRateLimitDuration

If the average amount of received payloads per second during the
duration (see payloadRateLimitDuration) exceeds the limit the Streaming
Service will terminate the TCP connection
The period, in ISO 8601 duration format, during which the average
amount of received payloads per second should not exceed the
payloadRateLimit
The maximum amount of payload kilobytes (KB) per second allowed for
the streaming session

payloadThroughputLimit

If the average amount of received payload kilobytes (KB) per second
during the duration (see payloadThroughputLimitDuration) exceeds the
limit the Streaming Service will terminate the TCP connection

The period, in ISO 8601 duration format, during which the average
payloadThroughputLimitDuration amount of received payload kilobytes (KB) per second should not exceed
the payloadThroughputLimit
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Example
POST api/v1/sessions HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"]
}
}
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n11.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
2.2.1.2

GET /sessions

Retrieves all active streaming sessions.
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessions HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<session>, <session>
]
Example
GET api/v1/sessions HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k

API
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Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n44.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
]
2.2.1.3

GET /sessions/<token>

Retrieves the active streaming session with the given "token".
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessions/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<session>
Example
GET api/v1/sessions/cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n44.udap.nl",
"port": 40344,
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"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
2.2.1.4

PUT /sessions/<token>

Updates the protocol details of the active streaming session with the given "token".
Intended to support the addition and removal of TLC identifiers for multiplex sessions.
Request
PUT <API base URL>/sessions/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<protocol details>
Example
PUT api/v1/sessions/cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0026"]
}
HTTP/1.1 200 OK
Content-Type: application/json
{

"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0026"],
"listener": {
"host": "n44.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}

}

API
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2.2.2

TLCs

2.2.2.1

GET /tlcs

Retreives all TLC registrations.
Intended for supporting dynamic setup of multiple load balancing "TCPStreaming_Multiplex" sessions without
having to maintain a static "TLC identifier" list.

Request
GET <API base URL>/tlcs HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<TLC>, <TLC>, ...
]
{

"uuid": "<TLC uuid>",
"identifier": "<TLC identifier>",
"type": "<TLC type>",
"domain": "<domain>",
"account": "<account>"

}
Name

Description

uuid

The unique id for the created TLC

identifier The TLC identifier of the TLC
Type of TLC; must be one of the predefined types:
type

1. TCPStreaming
2. VLOG

domain

The domain in which the TLC is registered

account

Unique id of the account that "owns" the TLC registration

Example
GET api/v1/tlcs HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{

"uuid": "4aa1ace8-32b0-42b6-925a-7d7a33e97859",
"identifier": "tlc_0001",
"type": "TCPStreaming",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
},
{
"uuid": "d1c9ca3d-23e1-4191-bfa3-b8364c52a4ce",
"identifier": "tlc_0002",
"type": "TCPStreaming",
"domain": "test",

14

UDAP Monitor - Part 1 | Technical interface with UDAP for Monitor systems

"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
}
]
2.2.2.2 GET /tlcs/<uuid>
Retreives the TLC registration with the given "uuid".
Request
GET <API base URL>/tlcs/<TLC uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<TLC>
Example
GET api/v1/tlcs/4aa1ace8-32b0-42b6-925a-7d7a33e97859 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "4aa1ace8-32b0-42b6-925a-7d7a33e97859",
"identifier": "tlc_0001",
"type": "TCPStreaming",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
}

API
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3 TCPStreaming protocol
The TCPStreaming protocol facilitates a continuous asynchronous bi-directional stream of datagrams.
3.1 Transport Layer Security
The Streaming Service optionally uses Transport Layer Security version 1.2 (TLSv1.2) to secure the TCP
communication used for TCP streaming protocol sessions. The only supported cipher suite is
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256". Only server side authentication will be used.
3.2 Protocol version establishment
To support future protocol enhancement or replacement a one-byte version identifier is sent before the
datagram streaming starts. When the peer does not support the protocol version the connection should be
closed by the peer.
Protocol version (1 byte)
0x01

3.3 Protocol version 0x01
In protocol version 0x01 datagrams are streamed by using frames with a 4 byte header which is exists out of a
2 byte fixed prefix and a 2 byte frame data size. The header is followed by the frame data containing the
actual datagram.
3.3.1
Byte Order
The byte order used by the protocol is "big-endian" also known as "network byte order": the byte containing
the most significant bit (MSB) will be transmitted first.
3.3.2
Datagram framing
The datagrams are framed by having a 2 byte data size indication in the header. The header prefix, the fixed
bytes 0xAA and 0xBB, has been added for "out of sync" detection and also to have 32 bit "aligned" header. By
having the data size in the header no stream decoding is needed to read subsequent frames. Since the header
data size is 2 bytes, one frame can hold a maximum of 63KB of data. The size of the frames should always by
> 0; empty frames are not supported.
Version
preamble (1 byte)

Frame 1

Frame 2

Header

Frame n

Header

Header

Data
0x01

Prefix

Data size

0xAA BB

0x00 01

Data
Prefix

0x00

Data size

0xAA BB 0x00 04

Data
Prefix

Data size

0x04 01 03 23 0xAA BB ...

...

The fixed header prefix bytes should always be checked (asserted) since a mismatch would indicate a framing
issue resulting in data corruption. When such a framing issue is detected the connection should be
terminated as soon as possible.
3.3.3

Communication modes

3.3.3.1

TLC singleplex mode

This mode can be used by TLC systems. Streaming sessions of this type will receive all payloads from "Broker"
sessions when the "TLC identifier" matches the "TLC identifier" specified in the "sessions" API call used for
creating the streaming session. Only one session per "TLC identifier" will be allowed.
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3.3.3.2

TLC multiplex mode

This mode can be used by TLC systems. Streaming session in this mode will receive all payloads from "Broker"
sessions when the "TLC identifier" matches one of the "TLC identifiers" specified in the "sessions" API call used
for creating the streaming session.
If one of the "TLC identifiers" in the "create session" call is already being used in an other active session, the
API will refuse the "create session" call.

3.3.3.3

Broker mode

This mode will be used by the Broker systems. Streaming session in this mode will receive all payloads from
"TLC singleplex" or "TLC multiplex" sessions when the "TLC identifier" matches one of the "TLC identifiers"
specified in the "sessions" API call used for creating the streaming session.
If one of the "TLC identifiers" in the "create session" call is already being used in an other active session of the
Broker account, the API will refuse the "create session" call.

TCPStreaming protocol
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3.3.3.4 Monitor mode
This mode will be used by governance organisations to facilitate analytics and diagnostics. Streaming session
in this mode will receive all payloads from "TLC singleplex", "TLC multiplex" sessions and "Broker" sessions
when the "TLC identifier" matches one of the "TLC identifiers" specified in the "sessions" API call used for
creating the streaming session.
If one of the "TLC identifiers" in the "create session" call is already being used in an other active session of the
organisation (account), the API will refuse the "create session" call.
Monitor sessions can only receive data.

3.3.4
Datagrams
The frame data contains the actual datagram which is identified by a one byte "datagram type" identifier. The
following datagrams are defined:
3.3.4.1

KeepAlive (0x00)

This datagram can be used to prevent disconnects when no data is available to sent within the keep alive
timeout.
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Datagram type (1 byte)
0x00
3.3.4.2 Token (0x01)
The first datagram sent by the Client should be "Token" in order the properly authenticate the Client.
Datagram type (1 byte) Token (ASCII encoded)
0x01

<Token>

3.3.4.3 Bye (0x02)
This datagram can be used by either party to indicate that the connection will be closed. The reason (ASCII
Encoded) is optional. It is the last datagram sent.
Datagram type (1 byte) Disconnect reason (optional, ASCII encoded)
0x02

<Reason>

3.3.4.4 Reconnect (0x03)
This datagram can be used by the Streaming Service to instruct the Client to reconnect as soon as possible.
A new session needs to be created using the API in order to reconnect.
Datagram type (1 byte)
0x03
3.3.4.5 Payload datagrams (0x04, 0x05)
The payload datagrams "carry" the actual payload which is being streamed by the Streaming Service. Both
payload datagrams have an "Origin timestamp" field that should be filled with transmission time timestamp.
This timestamp must be obtain from the same clock source as used to handle the "timestamps request"
message. The payload type is identified by a single payload type byte. Payload type bytes “0xF0” to “0xFF” are
reserved for protocol use.
Protocol payload types
Payloiad type byte Payload type
0xF0

Monitor Payload (see Monitor Payload Encoding below)

Payload without TLC identifier (0x04)
This datagram is in "TLC_Singleplex" communication mode to send and receive data and can only be used for
singleplex sessions (session type "TCPStreaming_TLC_Singleplex").
Datagram type (1 byte) Payload type byte (1 byte) Origin timestamp (8 bytes) Payload (n bytes)
0x04

<Payload type byte>

<UTC milliseconds>

<Payload>

If this datagram is used for a multiplex session, the session will be terminated by the Streaming Service.
Payload with TLC identifier (0x05)
This datagram is used in "TLC_Multiplex" and "Broker" communication modes to send and receive data in a
multiplex session (session types "TCPStreaming_TLC_Multiplex" and "TCPStreaming_Broker").

TCPStreaming protocol
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Datagram type
(1 byte)

TLC identifier (8 bytes,
ASCII encoded)

Payload type byte
(1 byte)

Origin timestamp
(8 bytes)

Payload
(n bytes)

0x05

<TLC identifier>

<Payload type
byte>

<UTC milliseconds>

<Payload>

In communication modes "TLC_Multiplex" and "Broker" only datagrams with a "TLC identifier" requested for
the streaming session are allowed. If a non-requested "TLC identifier" is used, the payload will be dropped by
the Streaming Service.
Monitor Payload Encoding
Payload type 0xF0 indicates a special payload that adds a diagnostic header to the original payload with
additional diagnostic information.
Publisher
session token
length (4 byte)

Publisher session
token (n bytes,
ASCII encoded)

Publishing
timestamp
(8 bytes)

Original
Sent timestamp
payload type
(8 bytes)
(1 byte)

Original
payload
(n bytes)

<length in bytes>

<Publisher session
token>

<UTC
milliseconds>

<UTC
milliseconds>

<Payload>

<Payload
type>

It is possible for the Publisher session token to have a "zero length". This indicates a payload that has been
resent instead of being published by a publisher.
3.3.4.6 Timestamp datagrams (0x06, 0x07)
The timestamp datagrams are used to determine connection latency and clock difference.

Timestamps request (0x06)
This datagram contains the transmission timestamp which will be "echo'd back" by the recipient using the
"Timestamps response" datagram. The Streaming Service will send this datagram at a regular interval (15
seconds) to measure the connection latency and to calculate the clock difference between the Streaming
Service and the connected party. The connection latency is used to evaluate the accuracy of the calculated
clock difference.
Datagram type (1 byte) t0: transmission timestamp (8 bytes)
0x06

<UTC milliseconds>

Timestamps response (0x07)
This datagram must be used as response to a received "Timestamps request" datagram and must contain the
original "t0: transmission timestamp" of this datagram. The response should by prioritised to any other traffic;
in other words: it should be sent as soon as possible after receiving the "Timestamps request" message. The
"t1: request reception timestamp" field must be filled with the reception time timestamp and should be
determined as soon as possible upon reception of the "Timestamps request" message. The "t2: response
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transmission timestamp" field must be filled with the transmission time timestamp and should be determined
as late as possible in the transmission process.
Datagram type
(1 byte)

t0: transmission timestamp
from request (8 bytes)

t1: request reception
timestamp (8 bytes)

t2: response transmission
timestamp (8 bytes)

0x07

<UTC milliseconds>

<UTC milliseconds>

<UTC milliseconds>

TCPStreaming protocol
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UDAP Monitor - Part 2
Administrative interface for Monitor with UDAP
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Versioning
This document is using a versioning scheme that indicates the version of this UDAP interface and tracks the
revisions of this document. This version scheme is <interface version major>.<interface version
minor>.<document revision>. The first two version numbers (major and minor) indicate the version of the
interface and only change when there is technical change in the described interface. Major version is only
bumped when there is compatibility breaking change. Minor version is bumped on trivial, non breaking
changes of the interface. The last version number indicates the revision of this document.
Version Date
1.0.0

Author Changes

18 May 2020 IenW

Initial release
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1 Overview
The administrative interface for Brokers with UDAP is based on a JSON-REST API and is used for:
1.
2.
3.
4.

Managing authorizations;
Managing authorizationtokens;
Requesting active sessions;
Requesting session logs.

Overview
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2 API
2.1 Authentication and authorization
The authentication of the Client will be based on a "authorization token". This "authorization token" needs to
be passed as the "X-Authorization" request header value. The authorization token needs to belong to an
"MONITOR_ADMIN".
2.2 Authorization model
The API authorization model is illustrated in the following entity relation diagram:

2.2.1

Entities

Entity

Description
The identity of the authorization holder. An account can own:

Account

1. TLC registrations
2. authorizations
The authorization to use the API, which is a combination of:

Authorization

1. Account
2. Domain
3. Role
It is possible for an account to have more then one authorization per domain. Since the
API request are performed in context of one specific key, the API requests are always in
context of one specific authorization.

Role

The role of the authorization holder (in context of the authorization).

Domain

The domain to which an authorization applies to.

TLC

The registration of a TLC within a certain domain.

AuthorizationToken The authorization token. One authorization can have multiple authorization tokens.
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2.2.2
Roles
The following roles have been defined for Monitor:
Name

Access

Access
scope

Intended for

Domain,
Account

Monitor
organisations

Domain,
Account

Monitor system

Can manage own "Monitor
system" authorizations within the domain scope
Can manage own "Monitor system" authorization
tokens within the domain scope
Monitor
administrator

Can manage all own monitor sessions within the
domain scope
Can view all session logs and metrics within the domain
scope
Can view all TLC registrations within the domain scope
Can create monitor sessions within the domain scope

Monitor system

Can view all session logs and metrics within the domain
scope
Can view all TLC registrations within the domain scope

2.3 API endpoints
Authorization role access scope
(domain/account/none)

API endpoint
Method URI

Description

MONITOR_ADMIN

MONITOR_SYSTEM

POST

/sessions

Creates a new
streaming session

ACCOUNT

ACCOUNT

GET

/sessions

Retrieves all active
streaming sessions

ACCOUNT

ACCOUNT

GET

/sessions/<token>

Retrieves one active
streaming session

ACCOUNT

ACCOUNT

PUT

/sessions/<token>

Updates one active
streaming session

ACCOUNT

ACCOUNT

DELETE /sessions/<token>

Ends one active
streaming version

ACCOUNT

NONE

GET

/sessionlogs

Retrieve all session logs DOMAIN

DOMAIN

GET

/sessionlogs/<token>

Retrieve one specific
session's log

DOMAIN

DOMAIN

GET

/tlcs

Gets all TLC
registrations

DOMAIN

DOMAIN

GET

/tlcs/<uuid>

Retrieve one specific
TLC registration

DOMAIN

DOMAIN

POST

/authorizations

Create a new
authorization

ACCOUNT

NONE

GET

/authorizations

Retrieve
all authorizations

ACCOUNT

NONE

API
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GET

/authorizations/<uuid>

Retrieves one
specific authorization

ACCOUNT

NONE

PUT

/authorizations/<uuid>

Updates one
specific authorization

ACCOUNT

NONE

DELETE /authorizations/<uuid>

Removes on
specific authorization

ACCOUNT

NONE

POST

/authorizationtokens

Create a
new authorization
token

ACCOUNT

NONE

GET

/authorizationtokens

Retrieve
all authorization tokens

ACCOUNT

NONE

GET

Retrieves one
/authorizationtokens/<uuid> specific authorization
token

ACCOUNT

NONE

PUT

Updates one
/authorizationtokens/<uuid> specific authorization
token

ACCOUNT

NONE

Removes on
DELETE /authorizationtokens/<uuid> specific authorization
token

ACCOUNT

NONE

2.3.1

Sessions

2.3.1.1

POST /sessions

Creates a new streaming session.
Request
POST <API base URL>/sessions HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
{
"domain": "<domain>",
"type": "<type>",
"protocol": "<protocol>",
"details": {
<protocol details>
}
}
Name

Description
Sessions are created within a specific domain, identified by a single string

domain
Only sessions created for the same domain will be able to stream data to each other
type

The session type; must be “Monitor”

protocol The session protocol; must be “TCPStreaming_Multiplex”
details
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Response
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "<token>",
"domain": "<domain>",
"type": "<type>",
"protocol": "<protocol>",
"details": {
<protocol details>
}
}
Name

Description

token

The token for the created session
This token is unique and can only be used once for establishing a TCP connection; if the session
expires or ends (TCP disconnect) a new session needs be created to obtain a new token

domain

See request

type

See request

protocol See request
details

Session protocol specific details of the created session

Session type "Monitor" with protocol "TCPStreaming_Multiplex"
TCP based multiplex streaming session for a payload Monitor.
Payloads sent by "TLC" session clients having a payload "TLC identifier" that is within the scope of the session
will be received.
Payloads sent by "Broker" session clients having a payload "TLC identifier" that is within the scope of the
session will be received.
Request details
{
"securityMode": "<security mode>",
"tlcIdentifiers": ["<TLC identifier>", "<TLC identifier>", ...]
}
Name

Description
Security mode of the streaming session

securityMode

Must be one of the predefined values:
1. NONE
2. TLSv1.2

tlcIdentifiers

The TLC identifiers for the session
Since the session is for multiple TLC's, payload data will be streamed with TLC identifier (see
protocol datagram 0x05)

Response details
{
"securityMode": "<security mode>",
"tlcIdentifiers": ["<TLC identifier>", "<TLC identifier>", ...]
"listener": {
"host": "<host address>",
"port": <port number>,
"expiration": "<ISO 8601 date time>"
},

API
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}

"keepAliveTimeout": "<ISO 8601 duration>",
"clockDiffLimit": "<ISO 8601 duration>",
"clockDiffLimitDuration": "<ISO 8601 duration>",
"payloadRateLimit": <payload/second limit>,
"payloadRateLimitDuration": "<ISO 8601 duration>",
"payloadThroughputLimit": <KB/second limit>,
"payloadThroughputLimitDuration": "<ISO 8601 duration>"

Name

Description

securityMode

See request details

tlcIdentifiers

See request details

listener

The Streaming Service Node listener details for establishing the TCP
connection

listener.host

The host address of the Streaming Service Node

listener.port

The TCP port of the Streaming Service Node's session listener
The expiration date time of the listener in ISO 8601 date time format

listener.expiration

If the TCP connection has not been established before this time the
listener will expire and the streaming session will no longer be available
The default listener expiration will be 5 seconds after creation
The keep alive timeout duration of the TCP connection in ISO 8601
duration format

keepAliveTimeout

If no TCP data is received during the specified duration, the TCP
connection will be terminated by the Streaming Service
If a Client receives no TCP data during the specified duration, it must
terminate the TCP connection
The maximum clock

clockDiffLimit

clockDiffLimitDuration

If the average clock difference during the duration (see
clockDiffLimitDuration) exceeds the limit the Streaming Service will
terminate the TCP connection
The period, in ISO 8601 duration format, during which the average clock
difference should not exceed the clockDiffLimit
The maximum amount of payloads per second allowed for the streaming
session

payloadRateLimit

payloadRateLimitDuration
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If the average amount of received payloads per second during the
duration (see payloadRateLimitDuration) exceeds the limit the Streaming
Service will terminate the TCP connection
The period, in ISO 8601 duration format, during which the average
amount of received payloads per second should not exceed the
payloadRateLimit
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The maximum amount of payload kilobytes (KB) per second allowed for
the streaming session
payloadThroughputLimit

If the average amount of received payload kilobytes (KB) per second
during the duration (see payloadThroughputLimitDuration) exceeds the
limit the Streaming Service will terminate the TCP connection

The period, in ISO 8601 duration format, during which the average
payloadThroughputLimitDuration amount of received payload kilobytes (KB) per second should not exceed
the payloadThroughputLimit
Example
POST api/v1/sessions HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"]
}
}
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n11.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
2.3.1.2

GET /sessions

Retrieves all active streaming sessions.
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessions HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json

API
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Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<session>, <session>
]
Example
GET api/v1/sessions HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n44.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
]
2.3.1.3

GET /sessions/<token>

Retrieves the active streaming session with the given "token".
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessions/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<session>
Example
GET api/v1/sessions/cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
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Content-Type: application/json
{
"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0024", "NLZH0025"],
"listener": {
"host": "n44.udap.nl",
"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
2.3.1.4

PUT /sessions/<token>

Updates the protocol details of the active streaming session with the given "token".
Intended to support the addition and removal of TLC identifiers for multiplex sessions.
Request
PUT <API base URL>/sessions/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<protocol details>
Example
PUT api/v1/sessions/cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0026"]
}
HTTP/1.1 200 OK
Content-Type: application/json
{

API

"token": "cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8",
"domain": "test",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"details": {
"securityMode": "NONE",
"tlcIdentifiers": ["NLZH0023", "NLZH0026"],
"listener": {
"host": "n44.udap.nl",
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"port": 40344,
"expiration": "2016-11-17T16:07:56Z"
},
"keepAliveTimeout": "PT5S",
"clockDiffLimit": "PT3S",
"clockDiffLimitDuration": "PT60S",
"payloadRateLimit": 1200,
"payloadRateLimitDuration": "PT5S",
"payloadThroughputLimit": 120,
"payloadThroughputLimitDuration": "PT5S"
}
}
2.3.1.5

DELETE /sessions/<token>

Removes (ends, disconnects) the active streaming session with the given "token".
Not needed for normal operation. Intended for administrative purposes and testing purposes.
Request
DELETE <API base URL>/sessions/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 204 No Content
Example
DELETE api/v1/sessions/cXXrqTkrehOvLbuuYKKQQGAU1MTGGGBC1N1izwYaqu8 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 204 No Content
2.3.2

Session logs

2.3.2.1

GET /sessionlogs

Retrieves all streaming session logs.
Must be filtered by time range.
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessionlogs?from=<ISO 8601 date time>&until=<ISO 8601 date time>
HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<session log>, <session log>, ...
]
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Example
GET api/v1/sessionlogs?from=2017-03-09T20:00:00Z&until=2017-03-09T21:00:00Z
HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"token": "1AhfqqkcBtOvUdoPrFTHg1x3PMHzbHRLJc848mY016U",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"created": "2017-03-09T20:44:28Z",
"connected": "2017-03-09T20:44:29Z",
"remoteAddress": "/172.17.210.254:50036",
"ended": "2017-03-10T11:23:18Z",
"endReason": "Average payload rate in the last 5 seconds has exceeded the limit
by 1753.600000 payload/s",
"tlcScopeHistory": [
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0001"
},
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0002"
},
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0003"
},
{
"timestamp": "2017-03-10T11:23:12Z",
"scope": "REMOVED",
"tlcIdentifier": "tlc_0003"
}
]
}
]
2.3.2.2 GET /sessionlogs/<token>
Retrieves the streaming session's log with the given "token".
Intended for monitoring and debug purposes.
Request
GET <API base URL>/sessionlogs/<session token> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<session log>

API
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Example
GET api/v1/sessionlogs/1AhfqqkcBtOvUdoPrFTHg1x3PMHzbHRLJc848mY016U HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"token": "1AhfqqkcBtOvUdoPrFTHg1x3PMHzbHRLJc848mY016U",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"type": "Monitor",
"protocol": "TCPStreaming_Multiplex",
"created": "2017-03-09T20:44:28Z",
"connected": "2017-03-09T20:44:29Z",
"remoteAddress": "/172.17.210.254:50036",
"ended": "2017-03-10T11:23:18Z",
"endReason": "Average payload rate in the last 5 seconds has exceeded the limit
by 1753.600000 payload/s",
"tlcScopeHistory": [
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0001"
},
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0002"
},
{
"timestamp": "2017-03-09T20:44:28Z",
"scope": "ADDED",
"tlcIdentifier": "tlc_0003"
},
{
"timestamp": "2017-03-10T11:23:12Z",
"scope": "REMOVED",
"tlcIdentifier": "tlc_0003"
}
]
}
2.3.3

TLCs

2.3.3.1

GET /tlcs

Retreives all TLC registrations.
Intended for supporting dynamic setup of multiple load balancing "TCPStreaming_Multiplex" sessions without
having to maintain a static "TLC identifier" list.
Request
GET <API base URL>/tlcs HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[

<TLC>, <TLC>, ...

]
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{
"uuid": "<TLC uuid>",
"identifier": "<TLC identifier>",
"type": "<TLC type>",
"domain": "<domain>",
"account": "<account>"
}
Name

Description

uuid

The unique id for the created TLC

identifier The TLC identifier of the TLC
Type of TLC; must be one of the predefined types:
type

1. TCPStreaming
2. VLOG

domain

The domain in which the TLC is registered

account

Unique id of the account that "owns" the TLC registration

Example
GET api/v1/tlcs HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"uuid": "4aa1ace8-32b0-42b6-925a-7d7a33e97859",
"identifier": "tlc_0001",
"type": "TCPStreaming",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
},
{
"uuid": "d1c9ca3d-23e1-4191-bfa3-b8364c52a4ce",
"identifier": "tlc_0002",
"type": "TCPStreaming",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
}
]
2.3.3.2 GET /tlcs/<uuid>
Retreives the TLC registration with the given "uuid".
Request
GET <API base URL>/tlcs/<TLC uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<TLC>

API
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Example
GET api/v1/tlcs/4aa1ace8-32b0-42b6-925a-7d7a33e97859 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "4aa1ace8-32b0-42b6-925a-7d7a33e97859",
"identifier": "tlc_0001",
"type": "TCPStreaming",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a"
}
2.3.4

Authorizations

2.3.4.1

POST /authorizations

POST /authorizations
Creates an authorization.
Request
POST <API base URL>/authorizations HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
{
"role": "<role>"
}
Name Description
role

The role granted to the authorization, must be one of the predefined types:
MONITOR_SYSTEM

Response
HTTP/1.1 200 OK
Content-Type: application/json
{

"uuid": "<authorization uuid>",
"domain": "<domain name>",
"account":"<account uuid>",
"role": "<role>"

}
Name

Description

uuid

The unique id of the created authorization

domain

The domain for which the authorization is created

account The account for which the authorization is created
role

See request

Example
POST api/v1/authorizations HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
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{
"role": "MONITOR_SYSTEM"
}
HTTP/1.1 200 OK
Content-Type: application/json
{

"uuid": "c6fb449f-0bea-49d3-8d39-9a4689902d99",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"

}
2.3.4.2 GET /authorizations
Request
GET <API base URL>/authorizations HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<authorization>, <authorization>, ...
]
Example
GET api/v1/authorizations HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"uuid": "98a6890d-589d-43d4-bdff-3165425736d8",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"
},
{
"uuid": "cd3e0ac6-4718-4f0e-8195-82e0c92e8cb6",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"
}
]
2.3.4.3 GET /authorizations/<uuid>
Retrieves the authorization with the given "uuid".
Request
GET <API base URL>/authorizations/<authorization uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
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Response
HTTP/1.1 200 OK
Content-Type: application/json
<authorization>
Example
GET api/v1/authorizations/c6fb449f-0bea-49d3-8d39-9a4689902d99 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "c6fb449f-0bea-49d3-8d39-9a4689902d99",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"
}
2.3.4.4 PUT /authorizations/<uuid>
Updates the authorization with the given "uuid".
Request
PUT <API base URL>/authorizations/<authorization uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
<authorization>
Response
HTTP/1.1 200 OK
Content-Type: application/json
<authorization>
Example
PUT api/v1/authorizations/c6fb449f-0bea-49d3-8d39-9a4689902d99 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"
}
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "c6fb449f-0bea-49d3-8d39-9a4689902d99",
"domain": "test",
"account": "80b142ab-88e8-4600-9a86-8807c19b1b2a",
"role": "MONITOR_SYSTEM"
}
2.3.4.5 DELETE /authorizations/<uuid>
Removes the authorization with the given "uuid".
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Request
DELETE <API base URL>/authorizations/<authorization uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 204 No Content
Example
DELETE api/v1/authorizations/c6fb449f-0bea-49d3-8d39-9a4689902d99 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 204 No Content
2.3.5

Authorizationtokens

2.3.5.1

POST /authorizationtokens

Creates an authorization token.
Request
POST <API base URL>/authorizationtokens HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
{
"authorization": "<authorization uuid>"
}
Name

Description

authorization The unique id of the authorization for which the authorization token will be created
Response
HTTP/1.1 200 OK
Content-Type: application/json
{

"uuid": "<authorization token uuid>",
"token": "<token>",
"authorization":"<authorization uuid>"

}
Name

Description

uuid

The unique id of the created authorization token

token

The token that can be used to perform API calls

authorization The unique id of the authorization to which the token belongs
Example
POST api/v1/authorizationtokens HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{
"authorization": "c6fb449f-0bea-49d3-8d39-9a4689902d99"
}
HTTP/1.1 200 OK
Content-Type: application/json
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{
"uuid": "1040b7e5-6a72-4370-8b70-cbe08cc8fee3",
"token": "cNjf5zQgV51YWG9Wf1vYF1aWdDBOEhwEzkfCtk8SBkw",
"authorization": "c6fb449f-0bea-49d3-8d39-9a4689902d99"
}
2.3.5.2

GET /authorizationtokens

Retreives all authorization tokens
Request
GET <API base URL>/authorizationtokens HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
[
<authorization token>, <authorization token>, ...
]
Example
GET api/v1/authorizationtokens HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
[
{
"uuid": "aebd94b2-8eb7-4ba4-8414-d9c6c623cc63",
"token": "oESyc4mCjhHB7p98_vAuggu-w8c6FtLJia1ewZsK2BE",
"authorization": "c6fb449f-0bea-49d3-8d39-9a4689902d99"
},
{
"uuid": "7ced02c2-9384-4d17-9032-9dbaa3f16805",
"token": "_lZteZcPTSkaHqtgrqPqp7yFlo3SMxlFO_eJT5-c6cY",
"authorization": "98a6890d-589d-43d4-bdff-3165425736d8"
},
{
"uuid": "1040b7e5-6a72-4370-8b70-cbe08cc8fee3",
"token": "cNjf5zQgV51YWG9Wf1vYF1aWdDBOEhwEzkfCtk8SBkw",
"authorization": "c6fb449f-0bea-49d3-8d39-9a4689902d99"
}
]
2.3.5.3 GET /authorizationtokens/<uuid>
Retrieves the authorization token with the given "uuid".
Request
GET <API base URL>/authorizationtokens/<authorization token uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 200 OK
Content-Type: application/json
<authorization token>
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Example
GET api/v1/authorizationtokens/1040b7e5-6a72-4370-8b70-cbe08cc8fee3 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "1040b7e5-6a72-4370-8b70-cbe08cc8fee3",
"token": "cNjf5zQgV51YWG9Wf1vYF1aWdDBOEhwEzkfCtk8SBkw",
"authorization": "c6fb449f-0bea-49d3-8d39-9a4689902d99"
}
2.3.5.4 PUT /authorizationtokens/<uuid>
Updates the authorization with the given "uuid".
Request
PUT <API base URL>/authorizationtokens/<authorization token uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
<authorization token>
Response
HTTP/1.1 200 OK
Content-Type: application/json
<authorization token>
Example
PUT api/v1/authorizationtokens/1040b7e5-6a72-4370-8b70-cbe08cc8fee3 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
{

"authorization": "5cb0a102-cff6-4ee1-a4ae-d8300f32e785"
}
HTTP/1.1 200 OK
Content-Type: application/json
{
"uuid": "1040b7e5-6a72-4370-8b70-cbe08cc8fee3",
"token": "cNjf5zQgV51YWG9Wf1vYF1aWdDBOEhwEzkfCtk8SBkw",
"authorization": "5cb0a102-cff6-4ee1-a4ae-d8300f32e785"
}
2.3.5.5 DELETE /authorizationtokens/<uuid>
Removes the authorization token with the given "uuid".
Request
DELETE <API base URL>/authorizationtokens/<authorization token uuid> HTTP/1.1
Host: <hostname>
X-Authorization: <authorization token>
Content-Type: application/json
Response
HTTP/1.1 204 No Content
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Example
DELETE api/v1/authorizationtokens/1040b7e5-6a72-4370-8b70-cbe08cc8fee3 HTTP/1.1
Host: api.udap.nl
X-Authorization: dtNB_vhvJ0wgTGf1N0DxN38_AmTL_4yiPRZdqZSuK3k
Content-Type: application/json
HTTP/1.1 204 No Content
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